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Abstract: Access control is a part of the security of information technologies. Access 

control regulates the access requests to system resources. The access control logic is 

formalized in models. Many access control models exist. They vary in their design, 

components, policies and areas of application. With the developing of information 

technologies, more complex access control models have been created. This paper is 

concerned with overview and analysis for a number of access control models. First, 

an overview of access control models is presented. Second, they are analyzed and 

compared by a number of parameters: storing the identity of the user, delegation of 

trust, fine-grained policies, flexibility, object-versioning, scalability, using time in 

policies, structure, trustworthiness, workflow control, areas of application etc. Some 

of these parameters describe the access control models, while other parameters are 

important characteristics and components of these models. The results of the 

comparative analysis are presented in tables. Prospects of development of new 

models are specified. 

Keywords: Access control, authorization, access control model, permission, access 

control policy. 

1. Introduction 

Access control is an important part from the information security technologies. 

Another term for access control is authorization. Authorization denotes that an access 

request to software resource is granted or denied, depending on the permissions of 

the user and the access control rules. The logic for authorization is formalized in 

access control models. The components of an access control model are: a set of 

subjects, a set of objects, a set of operations, a set of permissions and a set of policies. 

A subject is a human being, a computer process, a robot, or a device. An object is a 

software resource. An operation is a kind of action, for which the subject makes an 

access request for the object. A permission shows that a subject can access an object 

through an operation. A policy is a rule that shows if the access request has to be 

granted or denied.  
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Many access control models exist. The first of them, Identity-Based Access 

Control has been published in 1969, in the work of Lampson – an access control 

matrix [18]. Two popular access control models are based on access control matrix – 

Access Control Lists (ACLs) and Capabilities.  

In 1970, the multilevel method for access control has been published in a 

security report. It provides extra security to computer systems. In 1973, B e l l  and 

L a P a d u l a  [1] have formalized the multilevel method to a mathematical model. 

This allows the properties of the model to be examined and analyzed in detail. In 

1976, Harrison, Ruzzo and Ullman have shown that the access control matrix is 

undecidable [14].  

In 1983, Discretionary Access Control (DAC) and Mandatory Access Control 

(MAC) are introduced [8]. They are very important access control models, which, in 

combination, ensure the security of computer systems. 

Role-Based Access Control (RBAC) family of reference models have been 

published in 1996. It introduces “role” as part of access control model. The roles 

express the policy of RBAC. This model is the most popular access control model. 

RBAC is used for enterprise systems. 

Some other models use the role concept of RBAC. They add different kinds of 

policies, access control parameters and components to the model. This is described 

and analyzed in the paper. 

An important step is the publishing the specification of Attribute-Based Access 

Control specification by National Institute of Standards and Technology (NIST) of 

The United States in 2014. In introduces “attribute” as a part of access control model. 

The specification of Next Generation Access Control [36, 37] is expected to be 

developed by NIST, after the concept has already been described [82]. The document 

published by now is a draft. This model uses attributes, too. 

With the developing of information technologies, more complex access control 

models have been created. They meet the new requirements of Internet of things [95], 

ubiquitous computing, cloud computing [94], online social networks [97], web 

services, relational databases, smart collaborative ecosystems [96], artificial 

intelligence [98], data sharing on smart devices [99], etc.  

Nowadays, there are research papers, that are concerned with analysis of access 

control policies, models and mechanisms [89-92]. Access control mechanisms [3, 84] 

are enhanced. An existing access control model has been unified in [93]. 

Authorization problem has been detected [101]. Surveys and reviews of access 

control models in particular areas of application have been published [102-104]. 

The mentioned above access control models and other are described and 

compared in this paper: Context-Based Access Control (CBAC), View-Based Access 

Control (VBAC), Token-Based Access Control (TokenBAC), Relationship-Based 

Access Control (ReBAC), Provenance-Based Access Control (PBAC), etc. The 

models are analyzed and compared by a number of parameters: storing the identity 

of the user, delegation of trust, fine-grained policies, flexibility, object-versioning, 

scalability, using time in policies, structure, trustworthiness, workflow control, areas 

of application, etc.  
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The rest of this paper is structured as follows: Section 2 “An Overview of Access 

Control Models” introduces access control models; comparative analysis of access 

control models is proposed in Section 3. The results are presented in tables.  

Section 4 presents the prospects of development and conclusions. 

2. An overview of access control models 

Nowadays, the access control in information technologies is dynamically developing 

and offers many solutions. 

2.1. Identity-based access control 

Identity-Based Access Control (IBAC) is the oldest access control model. It is 

introduced in 1969 by Lampson [18].  IBAC is represented by an access control 

matrix. The rows of the matrix belong to users, and the columns pertain to the objects. 

The cell (i, j) specifies the access rights of the user i, which he/she has to the  

object j. An access right can be own, read, write, execute, and etc. 

Two access control models are related to IBAC: ACLs and Capabilities. 

2.2. ACLs 

Access Control Lists (ACLs) are projection of access control matrix by columns. 

ACL is a list of permissions, which are granted to a user. This approach is applied in 

file systems. An example for ACLs of a file is [Mary: read; Alex: read, write, 

execute;]. That means that Mary can only read this file, but Alex can read, write and 

execute it. 

2.3. Capabilities 

Capabilities are projection of access control matrix by rows.  A Capability list is 

attached to each subject, which contains the access rights on each object. Capabilities 

require cryptography to protect authorization data from reading and change. Some of 

the access control models considered in this paper – ZBAC and TokenBAC, are based 

on Capabilities approach. 

2.4. Harrison, Ruzzo and Ullman access control model 

In 1976, H a r r i s o n, R u z z o  and U l l m a n  [14] have analyzed the access control 

matrix of Lampson for decidability. They have shown that their model reaches such 

a state, that a subject has a privilege that it did not possess before. This means that in 

general, safety is undecidable in access control matrix and IBAC. This undecidability 

is passing from IBAC into DAC – another of the access control models being 

considered in this paper. 

2.5. Multilevel method and related mathematical models 

An access control method has been published in 1970, in a RAND Corporation report 

[31]. It has been called multilevel, because of the multiple security levels of the data. 
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The access is regulated, depending on the clearance level of the user and the 

classification (security) level of the object. 

In 1973, B e l l  and L a P a d u l a  [1] have formalized multilevel method into a 

mathematical model. Two basic rules are described in that model: the simple security 

rule and the *-property (star-property). The simple security rule means that a user at 

a specific clearance level is not allowed to read information above this level. The *-

property denotes that a user cannot write information, that is classified below his/her 

clearance level. The model of Bell and LaPadula ensures confidentiality in a system. 

B i b a  [2] has published in 1977 a mathematical model. In the simple integrity 

property of that model, a user is allowed to read information that has security level 

greater than his/her clearance level. The integrity *-property states that a user can 

write to object, when the security level of the object is lower that the clearance level 

of the user. It is important to combine the model of Bell-LaPadula and the model of 

Biba, to ensure both confidentiality and integrity of a software system. 

2.6. Mandatory access control 

In 1983 Mandatory Access Control (MAC) has been introduced in Trusted Computer 

System Evaluation Criteria (TCSEC) [8], published by United States Department of 

Defence. MAC is based on Bell-LaPadula mathematical model. A characteristic of 

MAC is passing a data flow in one direction through a lattice of security labels [22]. 

MAC is used with DAC and is applied mainly in military applications. Security labels 

are assigned to users and objects, in order to express MAC policy. A label that is 

assigned to user is called a security clearance. A label assigned to object is called a 

security classification. MAC policy is mandatory and it is not possible for a user to 

change it. An example for a module, that includes a MAC policy, is Security-

Enhanced Linux (SELinux).  

2.7. Discretionary access control 

Discretionary Access Control (DAC) is introduced in TCSEC [8], together with 

MAC. A characteristic of DAC is that the owner of an object can pass access 

permissions for this object on discretionary principle [22]. Very often the owner of 

an object is its creator. The access to DAC object is regulated depending on the 

identity of a user. DAC policies have the greatest application due to their flexibility. 

DAC is not sufficient to ensure that a system is secure, that is why this access control 

model is introduced together with MAC. DAC is applied in operating systems in 

combination with other access control models. 

2.8. Role-based access control 

A family of Role-Based Access Control (RBAC) models has been introduced in 1996 

[25]. RBAC is based on Bell LaPadula mathematical model [10]. Characteristic of 

RBAC is that permissions are assigned to roles, and users are assigned to proper roles 

[11, 26]. Role is a job function within an organization. For example, the user with job 

accountant is assigned to role “Accountant” in a software system. The accountant 



 81 

permissions are assigned to the role “Accountant”. The result of applying RBAC is a 

simplified management of permissions. The policy of RBAC is expressed via roles.  

The family of RBAC models consists of four components. The base model is 

RBAC0. The advanced model, RBAC1, includes RBAC0, but supports role hierarchies 

in addition. The advanced model, RBAC2, includes RBAC0, but with added 

constraints. The consolidated model, RBAC3, includes RBAC1 and RBAC2. The base 

RBAC model, RBAC0 consists of the set of users, the set of roles and the set of 

permissions. A user can be a human being, a robot or a computer. A role is a job 

function in an organization. A permission is an access right. RBAC supports features 

as flexibility, scalability, workflow control and separation of duties. RBAC is used 

in enterprise software. This model is the most popular access control model, due to 

the flexible policy, focused on roles. 

Hybrid Access Control (HAC) has been proposed [63] in 2020. This model 

extends RBAC and implements the dynamic conflict of interest. HAC is applied in 

secure localization of satellite and vehicles, based on Internet of things.  

2.9. Attribute based access control 

Attribute Based Access Control (ABAC) specification [15] of National Institute of 

Standards and Technology (NIST) of The United States has been published in 2014. 

The name of the model comes from “attributes”, which are characteristics of the 

subjects and the objects. A subject can be a human being or a device. An object is the 

requested resource of a software system. Policy in ABAC is a rule, which specifies 

whether a subject can access an object. The environmental conditions include date 

and time, and the location of the user. ABAC access control mechanism evaluates the 

attributes, the environmental conditions and the policies and makes an access 

decision. ABAC access control mechanism consists of Policy Decision Point and 

Policy Enforcement Point. Examples for subject attributes are the name, the role and 

the job within the organization. ABAC allows subjects and objects that do not exist 

in the system yet to be included in a policy. ABAC is scalable, flexible and fine-

grained. ABAC is applied in enterprise software and web services [27, 32]. 

2.10. Next generation access control 

Next Generation Access Control (NGAC) [36] is flexible, scalable and uses different 

types of policies together. It is manageable, even when technology changes, 

organization restructures or the amount of data increases. NGAC is suitable for the 

software of a distributed and interconnected enterprise. NGAC presents a unifying 

framework, which can support traditional and new kinds of policies for access control 

together. NGAC is based on ABAC and uses attributes for authorization. In NGAC, 

there are attributes of a subject, object and a process. NGAC request consists of a 

process identifier, user identifier, operation and a sequence of operands, which are 

supported by the operation.  

In NGAC, policies reside in the memory of the computer, not in the disk, like in 

ABAC [37]. NGAC uses the correct policies and attributes to calculate the access 

decision. Access decision is made by applying a combining algorithm to policies that 

do not interfere with each other. In NGAC, administrative operations are used for 
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managing attributes and policies, but policies are enforced by the access control 

function. ABAC does not recognize administrative operations and manages policies 

via interface in Policy Administration Point, which is different from the access 

control interface.  

2.11. Organization-based access control 

Organization-Based Access Control (OrBAC) has been introduced in 2003 [47]. This 

access control model has rules that express contextual permissions, prohibitions, 

obligations or recommendations. Rules in OrBAC are particular for the organization.  

In OrBAC, the organization is important element. Organization entity consists of 

subjects, who have agreed to form it. Subjects are users or organizations. Role is a 

link between subjects and organizations. Objects are entities, which can be files, 

database records or emails. Action is another entity, like “read” or “write”. View is a 

set of objects, which have a common property. There are the following relationships 

Employ, Consider, Permission, and Define between some of the entities in OrBAC. 

OrBAC is used in organization applications. This model can be combined with Task-

Based Access Control and applied in workflow systems [48]. 

2.12. Task-based access control 

Task-Based Access Control (TaskBAC) has been introduced in 1997 [83]. It is 

designed for “active” or “dynamic” systems, which consider the context of the task 

completion in the enterprise [43]. TaskBAC is used for workflow management in 

environments that consist of tasks. Granting, monitoring and revoking of permissions 

are done automatically and bind with the progression of the tasks, so TaskBAC is a 

flexible access control model. Task-Role Based Dual System Access Control [44] 

has the advantages of TaskBAC and RBAC: sequence of tasks and using roles. 

Another access control model Task-Oriented Multilevel Cooperative Access Control, 

based on workflow [45], is applied in cloud computing and Internet of things. 

2.13. Risk-based access control 

Risk is the probability of an incident that may occur and cause damages. Risk-Based 

Access Control (RiskBAC) has been introduced in 2004 [66]. It is based on risk 

estimation [38, 39]. Main modules of RiskBAC are risk estimation, access policies 

and access decision. Risk estimation module fetches the access request of the user. 

After analysis about risk factors, the module estimates a value of the security risk, 

corresponding to the access request.  This value is compared to access control 

policies, in order to make a decision whether to grant or deny access. RiskBAC is 

flexible and is suitable for systems where context needs to be considered. Such 

systems are called “dynamic” systems. RiskBAC is used in Internet of things [40], 

collaborative spam detection [42] and cloud computing [41]. 

2.14. Rule-based access control 

Rule-Based Access Control (RuleBAC) has been introduced in 2005 [59]. It is 

applied in web-based social networks and decentralized systems [56]. A network is 
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represented by a graph, where users are nodes and edges are the relationships between 

the users. RuleBAC uses concept of roles as policies [58]. There are access 

constraints, related to the type, depth and trust level of the relationship with other 

users. A depth of relationship is the shortest path, corresponding to a relationship 

between two users. Model-transformation enhances flexibility to RuleBAC [46, 57]. 

2.15. Trust-based access control 

Trust-Based Access Control (TrustBAC) has been formalized in 2012 [64]. It extends 

RBAC. In TrustBAC, a level of trust is associated with a user [65]. The trust level is 

automatically reduced if the behavior of the user deviates from the expected, in order 

to prevent a misuse. TrustBAC is implemented in distributed applications, Web 

services, peer-to-peer networks, large-scale computing systems, spam detection, 

online auctions, reputation systems, cloud computing [67, 68], online social networks 

and ubiquitous computing [69]. TrustBAC is used in e-Business [71], e-Learning [70] 

and XML databases [72], too. This model is fine-grained, provides scalability for 

distributed application.  

In SECURE Trust Model [66], there are dimensions, called trust-contexts, 

which are represented by trust-values. The trust is computed by checking, whether 

the evidence is appropriate to the current trust-context. The evidence consists of 

surveillances of former cooperation with this subject and warrants from other 

participants. Trust calculator computes all corresponding to the subject trust-contexts. 

2.16. History-based access control 

History-Based Access Control (HBAC) has been published in 1999 [87]. HBAC is a 

mechanism for computing access rights during the execution of a piece of program 

code [60, 62].  The general concept of this model is remembering the history of 

computation. Any piece of code has initial rights, called static rights.  Current rights 

are the access rights during execution at each moment. The checking phase is, when 

an access decision has to be made. Then, the current rights are by default the access 

rights during the execution. The storage phase is, when the current access rights are 

represented as variable, in order the programs to read or update this variable. The 

phase of automatic updates is, when the code is executed. Then the current rights are 

updated with the intersection of the old current rights and the static rights. The phase 

of explicit modification occurs, when a piece of executing code calls a special 

operation that modifies the current rights. This operation can restore the static access 

rights of the code. The syntax phase is controlling the modification of rights to use 

programming patterns. There is special syntax when granting access rights and 

accepting the results from execution of untrusted programming code. 

HBAC is applied in Java Virtual Machines, Common Language Runtime and 

XML documents [61]. 

2.17. Context-based access control 

Context-Based Access Control (CBAC) dates from 2001 [5]. In this model, there are 

associated properties to users, resource and environment for access control purpose. 
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CBAC uses constraints to add context-based policies to RBAC. There are three types 

of context components: physical, virtual and social [28]. The physical components 

are: geographical location of the device, date and time and the type of the device. The 

virtual components are digital signature and public key. The social component of the 

context is the position of an employee. A trust level is a number in the diapason  

[0, 1], which is associated with every component of the context. A role is assigned to 

a participant, according to the values of the trust levels of the context components.  

A device sends an access request. The request is accepted and the Access 

Control Service for the permission is called. If the user is authenticated, the rules of 

access control policies are applied and the role is assigned to the participant. The 

access permission is granted, depending on the role of the user. 

CBAC is applied in ubiquitous computing [6, 7] and Internet of things. CBAC 

is used for multimedia medical image database systems [30] and Smart Space [28].  

2.18. View-based access control 

A view is a virtual table that includes data (rows and columns) from one or more 

database tables. A view can be used in a query like a database table. View-Based 

Access Control (VBAC) has been introduced in 2001 [88]. It regulates access to 

views [19]. Access control policy is implemented in two steps in a database. First, 

the views are created with queries. Second, the access privileges are granted. VBAC 

uses roles. VBAC provides fine-grained access control and is suitable for relational 

databases [20, 29]. 

2.19. Authorization-based access control 

AuthoriZation-Based Access Control (ZBAC) has been presented in 2009 [17]. It is 

similar to capability-based models. Users are authenticated via a service. 

Authentication in the domain of the user is made before the access request. That 

authentication generates at least one authorization, which is implied by encrypted 

credentials and assertions. An authorization is valid for a specific duration of time. 

The service checks whether the authorization is valid, in order to grant access. In 

ZBAC, it is possible not to store the identity of the user. Each permission is 

represented by an explicit authorization. An argument can be passed to the 

authorization, in order to provide fine-grained access control. ZBAC is created for 

distributed and service-based systems. 

2.20. Relationship-based access control 

A social network is a directed graph with multiple types of edges. Nodes represent 

users, the different types of edges represent the different types of relationships 

between users. ReBAC model has been published in 2011 by F o n g  and S i a h a a n  

[12] and F o n g  [13]. In ReBAC, access control is based on the relationships between 

the resource owner and the resource requestor in a social network. The access control 

policies support delegation of trust. ReBAC catches the context of relationships. 

Characteristics of the model are: tracking of interpersonal relationships between users 
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and using of their relationships in access control policies. ReBAC is used for online 

social networks. 

2.21. Provenance-based access control 

Provenance-Based Access Control (PBAC) has been introduced in 2012 [23]. The 

features of PBAC are: workflow control, origin-based control and object-versioning. 

The main components of the model are: artifacts, processes and agents. There are 

different types of dependencies between two components. The main components and 

the dependencies generate a directed acyclic graph. In this graph, the nodes are 

represented by main components and the edges represent the dependencies. 

Artifacts capture data objects, and the processes capture functional actions. The 

agents are users. PBAC uses provenance data, in order to grant or deny access to a 

resource.  

A family of PBAC models has been introduced. PBACB is the Base model that 

includes captured and computable provenance data, object dependencies and a policy.  

PBACU extends PBACB by allowing User-declared provenance data.  PBACA extends 

PBACB by including Acting user dependencies. PBACPR extends the base model to 

include provenance-based Policy Retrieval. Combinations of the three extended 

models can exist. 

PBAC is used in cloud technologies [21, 24]. 

2.22. Attribute-based encryption access control 

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) has been introduced in 

2007 [79]. CP-ABE model includes five algorithms [75]. The first algorithm, Setup, 

generates a public key. The second, KeyGen, produces a private key, which is based 

on the attributes of the subject. The third, Encrypt, generated a ciphertext. That 

ciphertext can be decrypted only by the user, who has the attributes that satisfy a tree 

access structure. The fourth algorithm, Decrypt, performs decryption. The fifth 

algorithm, Delegate, produces a secret key for a set of attributes. CP-ABE is applied 

in cloud computing [73]. This model is flexible and fine-grained. 

Another fine-grained access control solution, based on CP-ABE is [74]. 

2.23. Token-based access control 

Token-Based Access Control (TokenBAC) has been introduced in 2005 [78]. It is 

similar to capabilities and ACLs. User must have an access token and must show it 

to the system, in order to get a resource. The differences between TokenBAC and 

ACLs/Capabilities are: TokenBAC does not store the identity of a user, and the user, 

not the system, regulates the tokens. Tokens are generated by token manager. They 

are automatically linked to access request. The system checks whether the 

application, that requests a resource, has at least one of the stored tokens. In this case, 

and when there are no associated tokens with input data, the access is granted. A 

characteristic of TokenBAC is decentralization. 

TokenBAC is used in distributed applications, blockchain, ubiquitous 

computing applications [16], Internet of things [4], cloud computing [9]. 
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2.24. Dynamic and semantic-aware access control 

Dynamic and Semantic-Aware Access Control (DSAAC) [33] is an identity-based 

access control model. It has been published in 2020. DSAAC is developed, assuming 

workflow process in environment for multiple data centers. By assessing the 

violations of the sequence of the work process and semantic constraints, the access 

of the users to the objects is controlled. In DSAAC, the request for object includes 

attributes and historical behavior request. Via risk assessment at each task from the 

workflow, the access is denied or the administrators are warned for irregularities. 

Administrators can examine the access decisions, edit the sequence pattern library 

and update the module for detecting sequence anomalies. DSAAC is suitable for 

dynamic access control in environments with multiple resources. 

2.25. Lightweight collaborative ciphertext policy attribute role-based encryption 

Lightweight Collaborative Ciphertext Policy Attribute Role-Based Encryption (LW-

C-CP-ARBE) scheme [34] has been introduced in 2021. LW-C-CP-ARBE is flexible 

and fine-grained model that provides privacy-aware outsourced data sharing. Due to 

lightweight proxy re-encryption protocol and privacy-aware policy, it is possible to 

control read and write access in mobile cloud environment. LW-C-CP-ARBE 

minimizes data re-encryption and decryption cost. Access control policies are 

encrypted and thus, they are stored hidden in the cloud.  

2.26. Access control model for distributed database systems 

A Scalable and Expandable Access Control (SEAC) [35] model has been published 

in 2020. It is designed for distributed database systems. SEAC is easy for 

management and provides scalability, better functionality and consistence. The 

model consists of: objects, users, security dimensions, access levels and permission 

levels. Security dimensions contain values, that are assigned to users. Permission 

levels allow to update the security settings of an object. Access levels allow to display 

or edit an object. Permissions and access levels are calculated automatically, 

according to the security dimension values, in order to provide more efficient access 

control.  

2.27. Blockchain access control 

Blockchain technology consists of linked blocks that cannot be modified [50]. 

Blockchain blocks are validated from the participants, called miners, in peer-to-peer 

network. The notion of blockchain appears after the genesis of Bitcoin, which is 

online cryptocurrency, which manages the transactions in a decentralized peer-to-

peer network. Blockchain is decentralized, distributed, irreversible, traceable and 

tamper-proof technology. Every miner shares the set of linked blocks in blockchain. 

Blockchain access control approaches [55] are used in Internet of things [53], for 

creating smart cities, and in healthcare systems [54]. 

Blockchain access control is presented in [49]. It is based on TokenBAC and 

ABAC policies and implemented in Bitcoin. The user, who is a resource owner, 

creates two kinds of tokens in a transaction. The first token passes access rights from 
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one subject to another. The second token helps to update or revoke the policies, 

specified by the owner. Policies and attributes are stored in outer system, which 

reduces the intricacy of blockchain, but causes the following disadvantages: 

unavailability, mutability, insecurity. The enforcement of policies is not self-

executed.  

Blockchain smart contracts are used for decentralized, flexible and fine-grained 

access control for smart buildings [51] and dynamic access control [52]. A smart 

contract is code that is executed on a blockchain to enforce an agreement between the 

participants. Each contract represents a unique access. If a transaction is executed 

successfully, the status of the smart contract is changed. The abbreviation (BACSC) 

in Table 1 stands for Blockchain Access Control with Smart Contracts. 

Blockchain access control is used in health record systems, too [81]. 

3. Comparative analysis of access control models 

The access control models are analyzed and compared by a number of parameters:  

storing the identity of the user, delegation of trust, flexibility, scalability, fine-grained 

policies, object-versioning, using time in policies, structure, trustworthiness, 

workflow control, area of application, and etc. These characteristics are achieved, 

sometimes, in different ways. 

3.1. Storing the identity of the user 

Storing the identity of the user is important characteristic of an access control model. 

TokenBAC and ZBAC do not store the identity of the user. The rest of the models 

store the identity of the user in the system. The characteristic “Identity” in Table 1 

shows whether the model stores the identity of the user in the system. 

3.2. Dynamic models 

Distributed and workflow management systems require “active” or “dynamic” 

models for access control. CBAC, VBAC, ReBAC, RiskBAC, TaskBAC, OrBAC, 

TrustBAC and DSAAC are dynamic access control models. CBAC and VBAC use 

the current context, and that is why they are dynamic. ReBAC uses the context of the 

relationship. RiskBAC uses the context of the access request for access control. In 

TaskBAC, the progression of the executing tasks supports “dynamic” access control. 

OrBAC can be combined with TaskBAC, which makes OrBAC dynamic. TrustBAC 

uses trust-context. DSAAC assesses the anomaly in user access requests, and that is 

why this access control model is dynamic.  The other access control models are not 

dynamic. The characteristic “Dynamic” in Table 1 shows whether the access control 

model is dynamic. 

3.3. Delegation of trust 

Delegation of trust shows whether the model passes privileges from one user to 

another user, based on trusted relationship between the users. Relationships in 

ReBAC use context, which supports delegation of trust. There is no data for other 
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models to support delegation of trust. The characteristic “Delegation of Trust” in 

Table 1 shows whether the model supports delegation of trust. 
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Identity + + + + + + + + + + - + + - + + + + + + + + + + + 

Dynamic - - - - - - - - + + - + - - - + + + + + - - + - - 

Delegation of Trust - - - - - - - - - - - + - - - - - - - - - - - - - 

Fine-grained - - - - - - + + - + + - - - + - - - - + - + - - + 

Flexible - - - + - + + + + + - + - + + + + - + + - - + - - 

Object-versioning - - - - - - - - - - - - + - - - - - - - - - - - - 

Scalability - - - - - + + + - + + - - - - - - - - - - - - + - 

Constraints - - - - - - + - - - - - - - - - + + + - + - - - - 

SoD - - - - - + - - - - - + + - - - + - - - - - - - - 

Time - - - - - - + + + - - + + + - - - - + + + - - - - 

Location - - - - - - + - + - - + - + - - - - + - - - - - - 

Tree-based - - - - - - + + - - + + - - - - - - - - - + - - + 

Trustworthy - - - - - - - - + - + + + - - - - - - + - - - - - 

Workflow control - - - - - + - - - - - - + - - - + + - - - - + - - 

Encryption - - + - - - - - - - - - - + + - - - - - - + - - + 

Attributes - - - - - - + + - - - - - - - - - - - - - + + - + 

Roles - - - - - + - + + - - - - - - + - + + + - - - - + 

Tamper-proof - - + - - - - - - - - - - + + - - - - - - - - - - 

Decentralized - - - - - - - - - - - - - + + - - - - - - - - - - 

Smart contracts - - - - - - - - - - - - - - + - - - - - - - - - - 

Tokens - - - - - - - - - - - - - + - - - - - - - - - - - 

Authorizations - - - - - - - - - - + - - - - - - - - - - - - - - 

Access levels - - - - - - - - - - - - - - - - - - - - - - - + - 

Permission levels - - - - - - - - - - - - - - - - - - - - - - - + - 

Security dimensions - - - - - - - - - - - - - - - - - - - - - - - + - 

Rules - - - - - - - - - - - - - - - - - - + - - - - - - 

Tasks - - - - - - - - - - - - - - - - + - - - - - + - - 

History keeping - - - - - - - - - - - - + - - - - - - - + - - - - 

Relationships - - - - - - - - - - - + - - - - - - - - - - - - - 

Ciphertexts - - - - - - - - - - - - - - - - - - - - - + - - + 

Certificates - - - - - - - - - - - - - - - - - + - - - - - - - 

Distributed - - - - - - - + + - + + + + + - + - - + - + - + + 

Risk factors - - - - - - - - - - - - - - - + - - - - - - + - - 

Views - - - - - - - - - + - - - - - - - - - - - - - - - 

Context - - - - - - - - + + - + - + - + + + + + - - + - - 

Organizations - - - - - - - - - - - - - - - - - + - - - - - - - 

 

In Table 1, C stands for capabilities; “+” denotes that the model has a specific 

characteristic; “-” denotes, that the access control model does not possess specific 

characteristic.  
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3.4. Fine-grained policies 

Fine-grained policies denote the ability of the policies of the model to ensure more 

detailed access control check. RBAC is not fine-grained, because it prevents an 

operation to be executed, but it does not protect specific data. ABAC and NGAC are 

fine-grained, due to the policies, which evaluates the attributes. TrustBAC is fine-

grained, because it computes trust-context. VBAC is fine-grained, due to the access 

control for the different granularities in the database. ZBAC is fine-grained, because 

an argument can be passed to the authorization, assigned to each permission. CP-

ABE and LW-C-CP-ARBE are fine-grained, due to attributes that describe the private 

key of the user. Blockchain access control, based on smart contracts is fine-grained, 

because each smart contract corresponds to a unique access. HBAC is fine-grained, 

because the application being executed is split down to basic operations [85]. The 

other access control models are not fine-grained access control models. They are 

coarse-grained access control models. The characteristic “Fine-grained” in Table 1 

shows whether the model has fine-grained policies. 

3.5. Flexibility 

Flexibility is the ability of the policies of the access control model to adjust to the 

area of application. For example, discretionary policies of DAC have great 

application in operating systems, due to their flexibility. The policies of RBAC, 

RuleBAC and TrustBAC are flexible, too, but they are based on roles. In ABAC, 

flexibility is achieved by making a dynamic access control decision, which is based 

on attributes. NGAC can apply different types of policies and that is why it is flexible. 

TaskBAC is flexible, because access control decisions are made automatically and 

are bound to the progression of the tasks. The flexibility of RiskBAC, CBAC and 

DSAAC is due to the context, used in the policies. RuleBAC has enhanced flexiblity, 

when it is described from metamodels [57]. The policy of blockhain access control 

with smart contracts is flexible, because access rules and users can be declared as 

invalid, and it is not necessarily users and resources to be deleted [51]. VBAC is 

flexible for database security, because uses views, not tables; the policies are flexible, 

because support access control rules, depending on the context [76]. The flexibility 

of TokenBAC is due to the context, used in the policies [77].  The characteristic 

“Flexible” in Table 1 shows whether the model has flexibility. 

3.6. Object-versioning 

Object-versioning shows the ability of an access control model to create versions of 

its objects. PBAC supports many historical copies that are versions of one object and 

therefore object-versioning is a characteristic of that model. The rest of the models 

do not support object-versioning. The characteristic “Object-versioning” in Table 1 

shows whether the access control model supports object-versioning. 

3.7. Scalability 

Scalability shows whether the model can work with increasing number of users and 

objects of the software system. RBAC, ABAC, NGAC, VBAC, ZBAC and SEAC 
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are scalable access control models. RBAC and ABAC are scalable for enterprise 

systems. NGAC is scalable for distributed enterprise systems. VBAC is scalable for 

relational databases. ZBAC is scalable for distributed systems and web services. 

SEAC is scalable for distributed database systems. There is no information for the 

other models, whether they are scalable. The characteristic “Scalability” is used in 

Table 1. 

3.8. Constraints, different from separation of duty 

Constraints ensure safety in access control models. There are two types of constraints: 

static and dynamic. The check for static constraints is made when the access rights 

are assigned. Dynamic constraints are applied with the access request during runtime. 

Separation of duty is the most popular kind of constraint, but there are other 

constraints, that are specific to access control models. In RuleBAC, there are access 

constraints, related to the type, depth and trust level of the relationship with other 

users [56]. In ABAC, the policies require the attributes to be constrained and to have 

allowable values [15]. There are temporal constraints to the access history elements 

in HBAC [86]. In OrBAC, constraints are represented by rules that are applied to 

different relations [47]. TaskBAC has static constraints, such as processing states, 

trustee-sets, protection states and executor permissions [80]. The dynamic constraints 

in TaskBAC are: dynamic separation of duty, dynamic separation of roles and 

coincidence of roles. There is no information for the rest of the access control models 

to include constraints, which are different from separation of duty. The characteristic 

“Constraints” in Table 1 shows whether the access control model supports constraints 

that are different from separation of duty. 

3.9. Separation of Duty 

Separation of duty manages conflict of interests in distributed applications. There are 

static separation of duty and dynamic separation of duty. In RBAC, static separation 

of duty denotes that a user cannot be member of role A and role B, while dynamic 

separation of duty is, when a user cannot use role A and role B in one session. In 

ReBAC, well-formed contexts represent dynamic separation of duty [13]. PBAC and 

TaskBAC support dynamic separation of duty. There is not information for other 

models to support separation of duty. The abbreviation of characteristic “SoD” in 

Table 1 stands for separation of duty. 

3.10. Time 

Time is used in the policies of the following models: ABAC, NGAC, CBAC, 

TokenBAC, ReBAC, RuleBAC, TrustBAC, HBAC and PBAC. In ABAC, time is 

included in the environmental conditions. In NGAC, time is a condition [82]. Time 

is included in the context in CBAC. In TokenBAC, tokens and environmental data, 

like time, are stored in the system. ReBAC includes time in the context of the 

relationship. TrustBAC includes time in the trust-context. HBAC and PBAC keep 

history, therefore they use time in their policies. There is no information for the other 
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access control models to use time. The characteristic “Time” in Table 1 shows 

whether the access control model uses time in its policies.  

3.11. Location 

Some models use location as access control parameter. Such access control models 

are: ABAC, CBAC, TokenBAC, ReBAC and RuleBAC. In ABAC, location is 

included in the environmental conditions. In CBAC, location is included in physical 

components of the context. In TokenBAC, tokens and environmental data, like 

location, are stored in the system. ReBAC includes location in the context of the 

relationship. Location may be present in condition part of a rule in RuleBAC. There 

is no information for the other models to use location. The characteristic “Location” 

in Table 1 shows whether the access control model uses location in its policies. 

3.12. Tree-based structure 

Access control models, such as ABAC and NGAC, that use attributes, have tree-

based structure. Models, like PBAC and ReBAC, that represent graphs, have tree-

based structure. CP-ABE and LW-C-CP-ARBE use access trees, therefore they have 

tree-based structure. In RuleBAC, the online social networks are represented by 

graphs. The other access control models do not have tree-based structure. The 

characteristic “Tree-based” shows whether the access control model has tree-based 

structure. 

3.13. Trustworthy 

Trustworthiness denotes that the data is passed from trusted user, or trusted object or 

trusted context. In CBAC, there are trust level values, which are calculated according 

to the context. In ZBAC trust relationships are encoded in authorizations. ReBAC 

supports also and trust delegation. PBAC ensures trustworthy provenance data. 

TrustBAC is based on trust, therefore this model is trustworthy. In RuleBAC, there 

are trust levels that are assigned to relationships between the users [56]. In HBAC, 

the access control is managed by establishing trust relationships [85]. There is no data 

for the other models to be trustworthy. There is a characteristic “Trustworthy” in 

Table 1. 

3.14. Workflow control 

Workflow control shows whether the model allows tracking of the work process via 

its policies. RBAC and PBAC support workflow control. TaskBAC, OrBAC and 

DSAAC are designed to track the work process.  There is no information for the other 

access control models to support workflow control. There is a characteristic 

“Workflow control” in Table 1. 

3.15. Using encryption 

Capabilities, CP-ABE, LW-C-CP-ARBE, TokenBAC and Blockchain access control 

with smart contracts use encryption to protect the stored access control data. The 
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other access control models do not use encryption. There is a characteristic 

“Encryption” in Table 1, which shows whether the access control model uses 

encryption. 

3.16. Using attributes 

Attributes are characteristics of the subjects and the objects. ABAC, NGAC, 

DSAAC, CP-ABE and LW-C-CP-ARBE use attributes. ABAC supports subject 

attributes and object attributes. In NGAC, there are subject and object attributes, that 

are mutable. Attributes are mutable, when they change after different access requests, 

while immutable attributes are updated only by the administrator. In ABAC, 

attributes are immutable.  DSAAC supports characteristic attributes of the access 

request, that include subject attributes, object attributes and other attributes of the 

request. CP-ABE and LW-C-CP-ARBE describe the private key of a user with 

attributes. In these models, the leaves in the access tree of the ciphertext describe 

these attributes. If the attributes of the user correspond to the leaves in the access tree, 

the user can decrypt a ciphertext. There is a characteristic “Attributes” in Table 1, 

which shows whether the access control model uses attributes. 

3.17. Using roles 

Roles are used as policies in some models. RBAC, CBAC, TrustBAC, RuleBAC, 

OrBAC,VBAC and LW-C-CP-ARBE use roles. The other access control models do 

not use roles. There is a characteristic “Roles” in Table 1, which shows whether the 

access control model uses roles. 

3.18. Tamper-proof 

Capabilities use tamper-proof mechanisms, so the user cannot change his/her 

capabilities list. Blockchain is a tamper-proof technology. Tamper-proof means 

immutability, which is result of authorizing and validating the new blocks by all the 

participants in the network. Any hacker attack for change can be easily recognized 

and prevented. The access control models, TokenBAC and Blockchain access control 

with smart contracts, applied in blockchain, inherit the tamper-proof property. The 

other access control models are not used in tamper-poof technologies. There is a 

characteristic “Tamper-proof” in Table 1. 

3.19. Decentralized 

Some models are used in decentralized systems. Decentralization denotes, that all the 

subjects in the access control model perform access control processes. The opposite 

of decentralization is centralization, when the system or network administrator is 

responsible for authorization. Blockchain is a decentralized technology, so both 

access control models, TokenBAC and Blockchain access control with smart 

contracts, that are applied in blockchain are used in decentralized systems. The rest 

of the access control models are not used in decentralized systems. There is a 

characteristic “Decentralized” in Table 1. 
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3.20. Smart contracts 

A smart contract is code that is executed on a blockchain, in order to support the 

agreement between the participants in a transaction. A smart contract is used for 

encoding a random state-transition function, too. A unique address is assigned to a 

contract. A transaction is sent to this address for execution, by the user.  When a 

request for transaction execution is received, a callback function is executed. The 

state of smart contracts changes, only if the transaction has successfully finished. 

Smart contracts are introduced in Blockchain Access Control with Smart Contracts 

(BACSC) [51]. In other access control models smart contracts do not present. There 

is a characteristic “Smart contracts” in Table 1. 

3.21. Tokens 

Users possess tokens [16], which are shown to the system, in order an access decision 

to be made. The users track the tokens, but the system does not. Using tokens does 

not require users to be identified. Assigning time and location information to the 

objects makes the access control scheme effective using tokens. Objects are 

associated with a set of secret tokens. Tokens and environmental data, such as time 

and location are stored in the system. Subjects, whose access requests are granted, 

have provided copies of the corresponding tokens, before that. Tokens are used in 

decentralized systems. TokenBAC uses tokens, but the other access control models 

do not use tokens. There is a characteristic “Tokens” in Table 1. 

3.22. Authorizations 

ZBAC uses authorizations that are presented with the access request [17]. An 

authorization represents every permission that is exercised. An argument can be 

passed to an authorization, enabling fine-grained access control. The rest of the 

models do not use authorizations. There is a characteristic “Authorizations” in  

Table 1. 

3.23. Access levels 

Access levels are used in SEAC. They specify the type of access to an object.  There 

can be read, write or no access to an object, according to access level value [35]. In 

the rest of models, there are no access levels. There is a characteristic “Access levels” 

in Table 1. 

3.24. Permission levels 

An object may be queried, according to permission levels of that object. If a 

permission level has value “Allowed”, the access request of the user for an object 

may be proceeded. If a permission level is “Not Allowed”, the access request is 

denied and the object is not displayed [35]. SEAC uses permission levels, while the 

other models do not use permission levels. There is a characteristic “Permission 

levels” in Table 1. 
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3.25. Security dimensions 

A security dimension expresses a characteristic of the users. According to that 

characteristic, there are some values, which describe different users. A security 

dimension consists of all these values [35]. For example, the security dimension, 

called “Job position” may have values as “Employee”, “Manager” and 

“Administrator”. SEAC model uses security dimensions, while the rest of the models 

do not use security dimensions. There is a characteristic “Security dimensions” in 

Table 1. 

3.26. Rules 

A rule assigns or denies a permission to a particular subject. A rule consists of a 

condition part and a decision part [57]. Decision part can be “accept” or “deny”. 

Condition part includes data, such as source address, destination address, time, etc. 

RuleBAC model uses rules. The rest of the models do not use rules. There is a 

characteristic “Rules” in Table 1. 

3.27. Tasks 

TaskBAC uses tasks for access control purposes. In TaskBAC, permissions are 

permanently monitored. They can be made active or inactive, depending on the 

context, which is the current state of a task. The progression of tasks determines the 

access control decision [80]. The rest of the models do not use tasks. There is a 

characteristic “Tasks” in Table 1. 

3.28. History keeping 

Both HBAC and PBAC keep history for regulating the access requests. The main 

difference between HBAC and PBAC is, that HBAC remembers history about the 

behavior of the subjects, while PBAC stores provenance data about objects [23]. The 

rest of the models do not keep historical data. There is a characteristic “History 

keeping” in Table 1. 

3.29. Relationships 

In a model that uses relationships, the access control decisions depend on the 

relationship between the owner of the resource and the user, who makes the resource 

request, in a social network. Relationships use context [13]. ReBAC uses 

relationships for access control. In RuleBAC [56], there are relationships between 

users in online social networks. The rest of the models do not use relationships. There 

is a characteristic “Relationships” in Table 1. 

3.30. Ciphertexts 

Ciphertexts are used in distributed systems. A ciphertext is computed by encryption 

of an access tree. That access tree consists of descriptive attributes that identify the 

private keys of the users. A user can decrypt a ciphertext with a specified private key 

if the attributes from that key correspond to the nodes of the access tree. In a 
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ciphertext is formulated the access policy of the model [79]. CP-ABE and LW-C-CP-

ARBE use ciphertexts for access control. In comparison, LW-C-CP-ARBE reduces 

the computation cost of CP-ABE. LW-C-CP-ARBE supports read and write access 

to a resource, while CP-ABE provides read only access for a user, that is not data 

owner. The rest of the models do not use ciphertexts. There is a characteristic 

“Ciphertexts” in Table 1. 

3.31. Certificates 

In RuleBAC, certificates are created and signed between users, if a direct relationship 

exists between them with a specific trust level [56]. There is no information for the 

other access control models to use certificates. There is a characteristic “Certificates” 

in Table 1. 

3.32. Distributed 

Some access models are designed for distributed systems.  NGAC is created for 

distributed enterprise.  CBAC is designed for distributed systems, like Smart Space. 

ZBAC is designed for distributed systems and web services. ReBAC is applied in 

online social networks and supports distributed access control. PBAC is created for 

distributed systems, too. TokenBAC and Blockchain access control with smart 

contracts are applied in blockchain, which is a distributed technology. TaskBAC, 

TrustBAC, CP-ABE, LW-C-CP-ARBE are suitable for distributed computing, too. 

SEAC is designed for distributed databases. The other models are not designed for 

distributed systems. There is a characteristic “Distributed” in Table 1. 

3.33. Risk factors 

RiskBAC regulates the access requests, on the basis of risk factors evaluation. In 

DSAAC, the access is denied or the administrators are warned for irregularities, via 

risk assessment at each task from the workflow. The rest of access control models do 

not use risk factors evaluation. There is a characteristic “Risk factors” in Table 1. 

3.34. Views  

A view is a virtual table that includes data (rows and columns) from one or more 

database tables. A view can be used in a query like a database table. VBAC uses 

views. In VBAC, the access control policy is implemented in two steps in a database. 

First, the views are created with queries. Second, the access privileges are granted. 

The rest of access control models do not use views. There is a characteristic “Views” 

in Table 1. 

3.35. Context 

CBAC, VBAC, TokenBAC, RiskBAC and DSAAC use context-based policies. The 

relationships have context in ReBAC. There are well-formed contexts [13]. 

Permissions are contextual in OrBAC. In TrustBAC, there is trust-context. The 

context is linked with the progression of the tasks in TaskBAC. There is no 
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information for other access control models to use context. There is a characteristic 

“Context” in Table 1. 

3.36. Organizations 

Organizations are included as entities in OrBAC. The rest of the models do not use 

organizations. There is a characteristic “Organizations” in Table 1. 

The results are presented in Table 1. 

Access control models can be researched and analyzed for area of application 

(Table 2). Each access control model is designed for specific technologies. 
 

Table 2. The application areas of access control models 
Model Area of application 

ABAC Enterprise software, cloud computing, web services 

ACLs Operating systems 

Capabilities Operating systems 

DAC Operating systems 

IBAC Operating systems 

MAC Military applications, Mail servers and operating systems 

RBAC Enterprise software, information systems 

CBAC Firewalls, ubiquitous computing and Internet of things 

VBAC Relational databases 

TokenBAC 
Distributed applications, blockchain, ubiquitous computing, Internet of things and 
cloud computing 

ReBAC Online social networks 

PBAC Cloud technologies 

ZBAC Distributed and service-based systems 

BACSC Blockchain technologies 

RiskBAC Internet of things, collaborative spam detecting and cloud technologies 

TaskBAC Enterprise software [83], cloud technologies and Internet of things 

OrBAC Organization applications and workflow systems 

RuleBAC Web-based social networks and decentralized systems 

TrustBAC 
Distributed applications, web services, peer-to-peer networks, large-scale computing 
systems, spam detection, online auctions, reputation systems, cloud computing, online 
social networks and ubiquitous computing, e-Business, e-Learning, XML databases 

HBAC 
Java Virtual Machines, Common Language Runtime, XML documents, Autonomic 
Grid Services, Mobile Code [87] 

CP-ABE Cloud computing 

DSAAC For environments with multiple resources 

SEAC Distributed database systems 

LW-C-CP-
ARBE 

Mobile cloud environment 

NGAC Distributed and interconnected enterprise 
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4. Prospects of development and conclusions 

This paper presents a number of access control models and the areas, where they are 

applied. IBAC, ACLs and DAC are used in operating systems. MAC is applied for 

military applications. ZBAC is designed for distributed and service-based systems. 

PBAC has an application in cloud technologies.  ReBAC is used for online social 

networks. TokenBAC is related to distributed applications, blockchain, ubiquitous 

computing applications, Internet of things and cloud computing. CBAC is used for 

protection of traffic through firewalls, ubiquitous computing and Internet of things. 

VBAC is designed for relational databases. RBAC and ABAC are applied in 

enterprise software.  

The access control models considered have been analyzed and compared by a 

number of parameters: storing the identity of the user, delegation of trust, fine-grained 

policies, flexibility, object-versioning, scalability, using time in policies, structure, 

trustworthiness, workflow control, areas of application, and etc.  

Prospects of development are expressed in creating hybrid access control 

models and new access control solutions for the following areas:  cloud computing, 

Internet of things, blockchain, mobile cloud environment, smart collaborative 

ecosystems, artificial intelligence, data sharing on smart devices and distributed 

databases. 

This analysis is made, in order to develop a new access control model, which is 

in a separate article. The new model have been designed for enterprise software and 

information systems.  
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